Instrucciones para configurar el programado TERMINAL

Abra el programado Terminal en su mac
Go — Utilities
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[ 2N ) [ tecnicos — -zsh — 80x24

Last login: Tue Jan 1@ ©9:24:5@ on ttyseéee
tecnicos@MACBOOK-26182 ~ % [




Escriba (utilice copy/paste)
sudo nano /etc/ssh/ssh_config

[ N ] [ tecnicos — -zsh — 80x24

Last login: Tue Jan 10 @9:24:5@ on ttyseee
tecnicos@MACBOOK-26182 ~ % sudo nano /etc/ssh/ssh_configll

Presione ENTER

[ N ] 7 tecnicos — sudo — 80x24

Last login: Tue Jan 18 ©9:24:5@ on ttys@ee
[tecnicos@MACBOOK-26182 ~ % sudo nano /etc/ssh/ssh_config
Password:[])

Entre la contrasena (password) de SU MAC y
presione ENTER

~ tecnicos — pico « sudo — 80x24

File: /etc/ssh/ssh_config
$0penBSD: ssh_config,v 1.35 2020/07/17 ©3:43:42 dtucker Exp $

This is the ssh client system-wide configuration file. See
ssh_config(5) for more information. This file provides defaults for
users, and the values can be changed in per-user configuration files
or on the command line.

Configuration data is parsed as follows:

1. command line options

2. user-specific file

3. system-wide file

Any configuration value is only changed the first time it is set.
Thus, host-specific definitions should be at the beginning of the
configuration file, and defaults at the end.
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This Include directive is not part of the default ssh_config shipped with
OpenSSH. Options set in the included configuration files generally override
those that follow. The defaults only apply to options that have not been
explicitly set. Options that appear multiple times keep the first value set,
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En las flechas direccionales de su teclado presione

Esto es lo que vera

[ XN | 7 tecnicos — pico + sudo — 80x24

Uw PICO 5.09

File: fetc/ssh/ssh_config
$0penBSD: ssh_config,v 1.35 2028/87/17 83:43:42 dtucker Exp $

This is the ssh client system-wide configuration file. See
ssh_config(5) for more information. This file provides defaults for
users, and the values can be changed in per-user configuration files
or on the command line.
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Configuration data is parsed as follows:

1. command line options

2. user-specific file

3. system-wide file

Any configuration value is only changed the first time it is set.
Thus, host-specific definitions should be at the beginning of the
configuration file, and defaults at the end.

This Include directive is not part of the default ssh_config shipped with
OpenSSH. Options set in the included configuration files generally override
those that follow. The defaults only apply to options that have not been
explicitly set. Options that appear multiple times keep the first value set,
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7 tecnicos — pico « sudo — 80x24

UW PICO 5.89 File: /etc/ssh/ssh_config

Include /etc/ssh/ssh_config.d/*

| # Site-wide defaults for some commonly used options. For a comprehensive
# list of available options, their meanings and defaults, please see the
# ssh_config(5) man page.

Host *
ForwardAgent no
ForwardX11 no
PasswordAuthentication yes
HostbasedAuthentication no
GSSAPIAuthentication no

BatchMode no

CheckHostIP yes
AddressFamily any
ConnectTimeout @
StrictHostKeyChecking ask

#

#

i

#

#

#  GSSAPIDelegateCredentials no
#

#

#

#

#

# IdentityFile ~/.ssh/id_rsa
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la flecha hacia abajo. Siga bajando hasta
-] que llegue al final del archivo

o0e 7 tecnicos — pico « sudo — 80x24.

File: fetc/ssh/ssh_config

Uw PICO 5.09

# 3. system-wide file

Any configuration value is only changed the first time it is set.
Thus, host-specific definitions should be at the beginning of the
configuration file, and defaults at the end.

This Include directive is not part of the default ssh_config shipped with
OpenSSH. Options set in the included configuration files generally override
those that follow. The defaults only apply to options that have not been
explicitly set. Options that appear multiple times keep the first value set,
I unless they are a multivalue option such as IdentityFile.

Include /etc/ssh/ssh_config.d/=
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# Site-wide defaults for some commonly used options. For a comprehensive
# 1ist of available options, their meanings and defaults, please see the
# ssh_config(5) man page.

# Host =
#  ForwardAgent no
#  ForwardX1l no

Read File [ Prev Pg
I Where is | Next Pg

Get Help QU WriteOut
Exit b Justify

[ X )  tecnicos — pico « sudo — 80x24
UW PICO 5.089 File: /etc/ssh/ssh_config
# HostbasedAuthentication no
#  GSSAPIAuthentication no
#  GSSAPIDelegateCredentials no
#  BatchMode no
#  CheckHostIP yes
# AddressFamily any
#  ConnectTimeout @
#  StrictHostkeyChecking ask
# IdentityFile ~/.ssh/id_rsa
#  IdentityFile ~/.ssh/id_dsa
# IdentityFile ~/.ssh/id_ecdsa
# IdentityFile ~/.ssh/id_ed25519
# Port 22
# Ciphers aes128-ctr,aes192-ctr,aes256-ctr,aes128-cbc,3des-cbe
# MACs hmac-md5,hmac-shal,umac-64Qopenssh.com
# EscapeChar -
#  Tunnel no
#  TunnelDevice any:any
# PermitLocalCommand no
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Este es el final del archivo, asegurese que el cursor

tecnicos — pico « sudo — 80x24
W PICO 5.09

IdentityFile ~/.ssh/id_ecdsa
IdentityFile ~/.ssh/id_ed25519
Port 22

MACs hmac-md5, hmac—shal,umac-64Qopenssh.com
EscapeChar ~

Tunnel no

TunnelDevice any:any

PermitlLocalCommand no

VisualHostKey no

ProxyCommand ssh —q -W %h:%p gateway.example.com
RekeyLimit 1G 1h

UserKnownHostsFile ~/.ssh/known_hosts.d/%k

Host *

SendEnv LANG LC_x
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esté luego de la ultima linea

Ciphers aes128-ctr,aesl92-ctr,aes256-ctr,aes128-cbc,3des-che
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Escriba (utilice copy/paste)

HostKeyAlgorithms +ssh-rsa SI TIENE ESTA LINEA
KexAlgorithms +diffie-hellman—-groupl-shal

DEBE BORRARLA

UW PICO 5.89 File: /etc/ssh/ssh_config Modified

tecnicos — pico « sudo — 80x24

IdentityFile ~/.ssh/id_ecdsa

IdentityFile ~/.ssh/id_ed25519

Port 22

Ciphers aesl128-ctr,aes192-ctr,aes256-ctr,aes128-cbc,3des-cbc

MACs hmac-md5, hmac-shal,umac—64Qopenssh.com

EscapeChar ~

Tunnel no

TunnelDevice any:any

PermitLocalCommand no

VisualHostKey no

ProxyCommand ssh —q -W %h:%p gateway.example.com

RekeyLimit 16 1h

UserKnownHostsFile ~/.ssh/known_hosts.d/%k
ost *

SendEnv LANG LC_x*
KexAlgorithms +diffie-hellman-groupl-shal
HostKeyAlgorithms +ssh-rsall
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Presione control x y luego contesté Y (yes)

tecnicos — pico « sudo — 80x24
UW PICO 5.09 File: /etc/ssh/ssh_conf Modified

Ciphers aes128-ctr,aes192-ctr,aes256-ctr,aes128-cbc, 3des-chc
MACs hmac-md5, hmac-shal, umac-64@openssh.com

EscapeChar ~

Tunnel no

TunnelDevice any:any
PermitLocalCommand no
VisualHostKey no
ProxyCommand ssh -q -W %h:%p gateway.example.com
RekeyLimit 1G 1h
UserKnownHostsFile ~/.ssh/known_hosts.d/%k
ost *
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SendEnv LANG LC_*
KexAlgorithms +diffie—hellman-groupl-shal
HostKeyAlgorithms +ssh-rsa

Save modified buffer (ANSWERING "No" WILL DESTROY CHANGES) ?
Y Yes
Cancel Nl No

Presione ENTER

[ ON tecnicos — pico « sudo — 80x24

UW PICO 5.09 File: /etc/ssh/ssh_config Modified
# Ciphers aesl28-ctr,aesl92-ctr,aes256—ctr,aesl28-cbc,3des—cbc
# MACs hmac-md5, hmac-shal,umac-64Qopenssh.com
#  EscapeChar ~
#  Tunnel no
# TunnelDevice any:any
#  PermitLocalCommand no
# VisualHostKey no
# ProxyCommand ssh —q -W %h:%p gateway.example.com
# RekeylLimit 16 1h
# UserKnownHostsFile ~/.ssh/known_hosts.d/%k
Host #

SendEnv LANG LC_x*

KexAlgorithms +diffie-hellman-groupl-shal
HostKeyAlgorithms +ssh-rsa

File Name to write : /etc/ssh/ssh_config
ge Get Help @l To Files
aY Cancel LLL: Complete




Ya la primera parte del programado Terminal esta configurado

Ahora escoja en el menu Terminal y seleccione Settings

Shell Edit View Window Help

About Terminal

Settings... —-zsh — 80x24
Secure Keyboard Entry on ttyseee
nano /etc/ssh/ssh_config 1

Services

Hide Terminal
Hide Others
Show All

Quit Terminal

En Profiles seleccione la pestana Shell
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Text Window Tab  Shell yboard Advanced

Basic
Default Background
1 Color & Effects Image: No Background Image <
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General Profiles Window Groups Encodings

Text Window Tab  Shell Keyboard Advanced

Startup
Run inside shel
When the shell exits:
Don't close the window (2]

Ask before closing:
Always
Never
© Only if there are processes other than the login shell and:

screen
tmux
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—DE UN CLICK EN RUN COMMAND y borre lo que aparezca
Escriba (utilice copy/paste)

SSH -0 KexAlgorithms=+diffie—hellman—-groupli-shal STUDENTS@QUPRCAR.UPRC.EDU
y presione ENTER

(personal administrativo y facultad: cambie la palabra STUDENTS por su

cuenta asignada para utilizar SIS)
—

® Profiles
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General Profiles Window Groups Encodings

Text Window Tab  Shell Keyboard = Advanced

Startup
Run command: ISSH -0 KexAlgorithms=+diffie-hellman-group14-shat STUDE_

Run inside shell

When the shell exits:
Don't close the window 8

Ask before closing:
Always
Never
© Only if there are processes other than the login shell and:
screen
tmux
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Highlight

Carlos Nieves
Highlight


Para que Terminal se vea mas grande en su pantalla:
abra la pestana de Text

@ Profiles
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General Profiles Window,

L

codings

Text indow Tab  Shell Keyboard = Advanced

=

Default Startup

: Grass Run command: ISSH -0 KexAlgorithms=+diffie-hellman-group14-sha1 STUDENTS@UPR(‘AR.UPRC.EDU
Run inside shell

! Homebrew When the shell exits:

Don't close the window 8

E MaBage Ask before closing:

Always

E Novel Never

© Only if there are processes other than the login shell and:

tmux

En Font presione CHANGE
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General Profiles Window Groups Encodings

Text = Window Tab = Shell Keyboard = Advanced

Basic
Default Background
[1 Color & Effects Image: No Background Image 2
Font
SF Mono Regular 11 Change...
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3 Use bold fonts Bl o Text
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Collection  + Typeface Style Size
All Fonts Microsoft Sans Serif ~ Regular 11
| English Monaco Regular ltalic 9
| Favorites Noteworthy Light 10
Recently Used Optima Light Italic 1
| )
Character Spacing
1.004
| Line Spacing

Realice los siguientes cambios:

Typeface: MONACO
Size: seleccione 18 y presione ENTER

Cierre el cuadro de profiles
Cierre Terminal
Abra Terminal nuevamente

DE SALIR este mensaje, conteste yes
—-
Last login: Tue Jan 24 16:36:51 on ttys@@@

RSA key finger‘p;"int is SHA256:umMchXjOéqquTnm@F‘JjFéSEa+qE+sItIGIr‘@59y1Y.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? [|
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[ AN J tecnicos — SSH L

Last login: Tue Jan 24 16:14:50 on ttys@00@

tecnicos@MACBOOK-26182 ~ %  SSH -0 KexAlgorithms=+diffie-hellman-group14-shal STUDENTS@UPRCAR.UPRC.EDU

STUDENTS@UPRCAR.UPRC.EDU's password: [ A
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ELl password para accesar es students

Todo este proceso de configuracion se hace UNA SOLA VEZ,
su Mac ya esta lista para tener ACCESO AL SISTEMA DE
INFORMACION ESTUDIANTIL
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